;University Policy: Cardholder Data Security
Policy Category: Financial Services

Subject: Protecting cardholder data in support of the Payment Card Industry (PCI) Data
Security Standards

Office Responsible for Review of this Policy: Office of Finance and Treasurer
Procedures & Guidelines: N/A

Related University Policies: Data Classification Policy, Computer Use & Copyright Policy,
IT Security Policy and Records Retention and Disposal Policy.

. SCOPE

This policy applies to all American University faculty, staff, student-employees, and
departments that handle electronic or paper documents associated with credit or debit card
receipt transactions or accept payments in the form of credit or debit cards. The scope
includes any credit or debit card transactions accepted on behalf of the University’s
programs and activities.

1. POLICY STATEMENT

This policy addresses Payment Card Industry (PCI) Security Standards that are contractually
imposed by Visa, Master Card, Discover, and American Express, on merchant



American Express cards). This value is known as the CVC2 on MasterCard payment cards
and the CVV2 on Visa payment cards.

CDSP Confidentiality Agreement: The agreement that is required to be signed by any
employee that handles credit cards or credit card information or takes part in the credit card
acceptance process in any capacity. This agreement acknowledges that the employee has
read and agrees to abide by the policies and procedures set forth in the Cardholder Data
Security Policy.

Credit or Debit Card Receipt Transactions: Any collection of cardholder data to be used
in a financial transaction whether by phone, facsimile, paper, card presentation or electronic
means.

Database: A structured electronic format for organizing and maintaining information that
can be easily retrieved. Simple examples of databases are table or spreadsheets.

Encryption: The process of converting information into a form unintelligible to anyone
except holders of a specific cryptographic key. Use 0
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Service Provider: A business entity that is not a payment brand, directly involved in the
processing, storage, or transmission of cardholder data. This also includes companies that
provide services that control or could impact the security of cardholder data.

Additional information can be found at:
https.//www.pcisecuritystandards.org/security _standards/glossary.php

IV.  Policy
A. General Information

American University recognizes the Office of Finance and Treasurer as the sole authority to
assign credit card Merchant 1D’s and to contract with credit card processors and merchant
banks. All departments must receive prior approval from the Office of Finance and
Treasurer, as described in this policy, if they want to accept, store, transmit or process
cardholder data.

A department must complete a Payment Acceptance Activity Clarification (PAAC) form
(located at https://myau.american.edu/finances/Controller/Pages) and submit it to
Treasury Operations. This form requests the purpose and description of the business
process, specific merchant detail such as card brands, required ha
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Treasury Operations will notify a department if their credit card acceptance project has been
approved.

B. PCI-DSS Requirements
For approved credit card acceptance projects, departments must have in place the following
requirements in their procedures and ensure that these requirements are maintained on an

ongoing basis:

1. Access to cardholder data collected must be restricted only to those users who need it to
perform their jobs.

Access to areas where cardholder data is processed must be tightly restricted through

both physical and logical controls. Methods must be established to help all personnel
easily distinguish between
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back of a card, in a chip, etc.), the card-validation code (3 or 4-digit value printed on the
front or back of a payment card (CVV2, CVC2 data)) or the PIN Verification Value
(PVV) are classified as sensitive cardholder data and are not to be stored. Receipts
printed by point-of-sale termi
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Treasury Operations maintains an ongoing list of details related to all devices that are a
part of the AU cardholder data environment. This list is updated when any new devices
are purchased, and it is reviewed for accuracy on a quarterly basis.

Point-of-sale terminal users must complete annual PCI training, which contains details
regarding how to maintain proper security around credit card devices and how to check
for and report potential tampering or substitution of devices. These procedures should
be performed continuously by all point-of-sale terminal users. All suspicious behavior or
suspected tampering of credit card devices should be reported to Treasury Operations
immediately.

7. An approved QSA must validate Service Providers as PCI-DSS compliant.

It is incumbent on the department using a third-party provider, to execute the proper
due diligence prior to engagement with the Service Provider. The Treasury Office will
facilitate the audit of campus Service Provider (third-party) compliance status at least
annually. Information is maintained about which PCI DSS requirements are managed by
each third-party service provider and which are managed by the entity.

8. Software that is classified as a payment application such as Official Payments or
Authorize.net must be validated in accordance with the Payment Application Data
Security Standards (PA-DSS).

The specific version number must be listed on the PCI Security Standards Council web
site as a Validated Payment Application.

9. The following rules relate to the acceptable use of technology for credit card payment
acceptance:

Cellular Technology: Acceptable through the use of mobile point-of-sale machines that
are provided by AU’s credit card processor and connect via cellular service.

Wireless Technology: Not permitted for credit card use at American University. If
mobile payment capability is needed, please inquire about purchasing a mobile point-of-
sale machine through Treasury Operations.

Wired Network Technology: Acceptable for credit card payments that are accepted via
network installed PCI compliant point-of-sale terminals.

Portable Electronic Devices: Portable devices such as laptops, tablets, and smart phones
are not permitted for University related credit card transactions.

Network Installed Computers: Cardholder data must #ever be entered directly into a

computer workstation using the computer’s keyboard. Please contact Treasury
Operations for alternative options that are PCI compliant.
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10. All individuals with access to cardholder data must attend Security Awareness training
upon hire and at least annually. Training should include but is not limited to the
University’s PCI Compliance Training Curriculum, email bulletins, PCI DSS videos, and
on-campus seminars with updates on managing cardholder data security.

Departments must notify Treasury Operations when any new staff members are hired
that will take part in credit card processing to ensure that proper certification and
education can be administered. All employees that take credit cards and their direct
supervisors are required to take annual training.

C. Responsibilities & Roles

July 1, 2019



V. EFFECTIVE DATE AND REVISIONS
This Policy is effective July 1, 2017.

This Policy was reviewed or revised July 1, 2019.
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